Sullivan & Associates, Inc


Confidentiality & Files
Purpose

Confidentiality and the handling of files are two distinct, but inter-related matters.  The purpose is to ensure that confidentiality is upheld and that privileged and otherwise important information is handled efficiently and with care.  In providing services to individuals with disabilities and disadvantages, you have access to a range of privileged information.  You occupy a position of trust, and you must fulfill your role professionally and creditably.  This will:

· Define confidentiality

· Identify materials and information that are to be treated confidentially

· Provide procedures and guidelines for confidential handling of files and other privileged information
Definition of Confidential

Treating information confidentially means limiting access to privileged information to only those who need to know, to the extent that they need to know in order to perform their jobs.

Types of Confidential Information

Information that is to be treated confidentially includes the following.  (When in doubt, don’t share the information).
	· Participant Records

· Discrimination or Harassment case information

· Disciplinary Action
	· Disability

· CORI (Criminal Offender Record Information)

· Grievance Information
	· Proprietary agency & program information

· Home addresses & phone numbers

· Investigations
	· Photographs

· Medical Information 

· Worker’s compensation records 

· Wage/Salary Information


General Confidentiality

· Do not discuss confidential information in public areas (e.g. hallways, restrooms, shared office space).

· Close the door to a private office or other private area.

· Be aware that voices can carry through open windows and thin walls!

· Wait for and retrieve confidential information from the printer yourself.

· Ask yourself, how much information does this person need to know in order to do their job? Then give only that information and no more.

· Never share medical information, or information about substance abuse with someone else, unless the information is needed by them in order to perform their job.
· Do not give out the home phone numbers or home addresses of staff or participants without their express permission.

· Sometimes staff members may share information with each other about their challenges, struggles and efforts.  Treat such sharing with care.

Confidentiality of E-Mail and Computer Files
· Sullivan & Associates, Inc reserves and shall exercise the right to review, audit, intercept and disclose any files, folders, disks, drives, or electronic mail messages for legitimate business purposes.  Sullivan & Associates, Inc may do so with out permission of the employee.
· Notwithstanding Sullivan & Associates, Inc’s right to retrieve or otherwise access and read any messages or files, such messages and files must be treated as confidential by other employees.  Employees may not access, read, or alter in anyway anyone else’s files or messages without the employee’s express permission, or Sullivan & Associates, Inc’s authorization.

· The confidentiality of any message or file should not be assumed.  Even when a message is erased, it is still possible to retrieve it and read it.  As well the use of passwords does not guarantee confidentiality.

· All passwords must be disclosed to the President and Chief Executive Officer or are invalid and cannot be used.

Accessing other’s Computer Files

It would be considered a violation of employment standards to go into anyone else’s files to read, alter, delete or disseminate material without that person’s express permission.  It would also be a violation to delete, alter, or copy computer files that would be necessary for the work in that area to continue, or in an effort to undermine or sabotage any person or work effort.
In addition to corrective action, violations may result in legal action.

FAX Confidentiality

Be cautious in using the fax machine to transmit confidential information.

· Determine first whether the information can and should be hand-delivered.

· Notify the person to whom you are sending the confidential information so that they can arrange for confidential receipt.

· Double-check that you are using and dialing the correct number.

· Do not fax the information when others are present in that area.

· Verify receipt of the information.

· If you are the recipient of the information, retrieve it from the fax personally.

Handling of Participant Information

Sensitive information should never be left out in the open unattended.

When forwarding a participant record or other confidential information:

· Place the information in a sealed envelope marked “confidential” and addressed to a specific recipient.

· Make sure the envelope is properly addressed.

· Keep a copy (which you may shred if you have verified receipt, and would not need to access the information further).
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